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1
Decision/action requested

This pCR describes a solution for LI compliance when applying subscriber identifier privacy.
2
References
33.501 v.030
3
Rationale

LI solution for SUPI is needed in 5G systems, if SUCI is transferred to the visited network. Several options how to allow UDM and UE to provide the SUPI secured to the serving network were described in contributions to SA3#88bis in S3-172249 (Huawei, Intel), S3-172345 (Ericsson, Telecom Italia), S3-172488 (NTT DOCOMO), and S3-172506 (Nokia). 
This pCR further develops Nokia's S3-172506 and proposes to add the solution to the TS. Main advantage seen, it allows the SUPI to be available as early as possible. Thus, a failure can be discovered early, which minimizes the resources wasted in the serving network.The pCR  also adds a sentence saying that if hres and hxres do not match, we need a registration reject .
None of the related pCRs touching the same problem were handled in SA3#88Bis. They are listed here to get a better overview and comparison of the proposed solution.
S3-172345 (Ericsson, Telecom Italia) “Clauses 6.1.3 and 6.7.2 (auth procedures and NAS SMC, SUPI from UE for LI)”

This pCR proposed that UE sends the SUPI to the serving network in case AMF requested it in the NAS Security Mode Complete message.

Evaluation: No extra mechanism besides NAS confidentiality protection for concealing the SUPI for SUPI verification is needed. However, this comes to the expense that the full NAS SMC procedure has to be run before the AMF finally would discover that the UE provided SUPI does not match the SUPI provided by AUSF. 
S3-172488 (NTT DOCOMO) “pCR to 33.501 6.1.3.1, 6.1.3.2 – SUPI assurance in SEAF”

This pCR proposes to bind the SUPI reported by the HPLMN in an authentication run to the anchor key KSEAF provided by the HPLMN to the VPLMN to ensure correctness of SUPI report by the HPLMN, as otherwise the anchor keys and subsequently all other keys derived thereof would mismatch.
Evaluation: As stated by NTT DOCOMO, the advantage of this SUPI binding is that it does not require extra signalling and no ambiguity in VPLMN behaviour is possible. However, a mismatch in KSEAF would be discovered only when (a key derived from) KSEAF is used for the first time, i.e. during the NAS SMC procedure.
S3-172249 (Huawei, Intel) “Meeting SUPI privacy and LI Requirements”

This pCR addresses the problem, that exists in e.g. 2488, that, in certain jurisdictions, encryption is switched off, i.e. the NAS Security Mode Complete message may not be encrypted. To address this problem, 2249 proposes an additional key derivation from KAMF to derive a new key between AMF and UE that allows to send the SUPI still encrypted over the air interface (as a C-SUPI) even if everything else remains unencrypted. One of the main questions, we have with this approach: If a VN is not allowing any encryption, why would then the VN allow SUPI encryption? Therefore, we propose to keep it simple. If VN request to not use encryption then everything the UE sends can be eavesdropped on, and the subscriber identity can be most likely determined from this traffic in the clear anyhow.
Nokia proposal as described in clause 4:
The advantage of having the UE sent hxres is that UE has provided the LI compliance information immediately and VPLMN needs only to wait for the HPLMN response. No additional information exchange with the UE is needed with AMF to proof the SUPI correctness for LI purpose. AMF can do so immediately with a light-weight calculation of the hash hres to confirm the HPLMN response and comparing it with the UE provided identity proof information hxres.
4
Detailed proposal

****************** Start of changes ******************
6.8.X
LI compliance when applying subscription identifier privacy

With the introduction of SUCI, additional means for enabling lawful interception are needed, since the visited network shall be able to support the interception of all services without explicit home network assistance or visibility to UE or home network as to who is being intercepted. A lawful intercept target can be a roaming user with a subscription belonging to another 3GPP network. Thus, the solution as described in the following shall enable the serving network to identify a target through its SUPI, even though in the first moment only the SUCI is visible to the AMF, i.e. when UE registers with a SUCI not generated by the null-scheme. 

It has been seen as necessary that both, the home network and the UE, shall provide information to the AMF, such that AMF can support reliable LI based on the SUPI.

NOTE1: It is assumed that the UE works as specified and has no functional additions while the HPLMN UDM may be assumed to be cheating. Thus, the underlying assumption of the solution is that the UE is not cheating or cooperating in cheating with the UDM. Without this assumption, any proprietary application layer scheme between the UE and the UDM, with the aim of lying to the AMF about the true SUPI, could be realized, even without SUPI concealment. This would have been possible in EPS already.
The solution to fulfil LI compliance works as follows:

The UE creates SUCI as follows: The UE generates a random number R. The UE then computes SUCI by encrypting the concatenation of SUPI and R. In addition to the encryption function, the UE uses a publicly known hash function H to create a hash hxres of the following parameters: SUCI, SUPI and a random R. 

Editor's note: The hash function H needs to be specified in the Annex and possibly referenced here. 

Editor’s note: Depending on the encryption function chosen for SUCI, the text above may need modification.

UE sends the registration message with SUCI and hxres to the AMF. If UE used the null-scheme, it does not need to calculate hxres since the AMF can fulfil immediately its lawful intercept duties. 

AMF proceeds with the Authentication Initiation request to the AUSF using the SUCI. The AMF shall keep hxres to allow a proofing operation for SUPI later. The HPLMN decrypts SUCI and obtains SUPI and R.

NOTE2: R cannot be intercepted on the radio interface. 
When the HPLM returns the SUPI to the VPLMN it shall also include R.

Editor's note: When exactly the HPLMN sends SUPI and R to the VPLMN, is determined by the final protocol chosen. If needed, an explaining text can be added here later. 

For LI conformity, VPLMN AMF can now quickly calculate hres by calculating a hash from the three received values: SUCI as received by UE; SUPI and R as received by the HPLMN. I.e. hres = H(SUCI,SUPI,R). By comparing hres=hxres the VPLMN AMF knows that HPLMN has returned the real SUPI.

If authentication was not successful or hres and hxres do not match, the AMF will send a registration reject. In this case, no valid lawful intercept target is created by the AMF.

Editor's note: It is ffs whether a specific cause value for the reject message is to be defined for the case of mismatch between hres and hxres. 

****************** End of changes ******************

